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Industrial IoT: Seizing a golden 
opportunity for manufacturers_

Making the transition from 
industrial product supplier 
to digital service partner



Summary_
The emergence of the Internet of Things (IoT) has 
enabled industrial equipment manufacturers to reimagine 
the relationships they can have with their customers – 
creating a host of opportunities for businesses to 
expand their offering beyond products and move  
digital services. 

These connected solutions have 
made it possible not only to capture 
raw data but also to present insights 
back to end users in a convenient 
and timely fashion. But, before this 
potential can be realised, industrial 
product suppliers need to overcome 
numerous technical obstacles. 

This paper highlights the main challenges manufacturers will 
face as they take this path – and what they need to consider 
when overcoming them. 

We also look at the journey that industrial barrier company 
A-Safe went on, when it created its first Industrial IoT (IIoT) 
enabled product – and share commentary from technical 
experts who are helping other companies do the same.  



Introduction_
Most IIoT products and services are still in the early stages 
of development. But, while this is an emerging market –
things are happening quickly. 

• Location 
• Data transfer 
• Computational power 
• Security and reliability 
• Visualising data 

The global market has already reached £200Bn 
in size, but customer demand is expected to fuel 
five-fold growth – with the market expected to 
surpass $1Trn by 2028. 
 
Unsurprisingly, this has created huge interest 
and excitement from industrial equipment 
manufacturers – who sit in pole position to 
capitalise on the industrial data that their 
products generate. 

This move into IIoT products is creating 
significant challenges, however. Not least 
because it will require companies to rethink 
their business models to incorporate a 
new service-based offering, alongside their 
traditional product-based strategy. This includes 
giving consideration to how these products 
will be updated over time so they provide 
services that offer ongoing value and encourage 
engagement with customers.

But the biggest initial concern for manufacturers 
taking this step will be how they are going to 
build IIoT solutions in the first place. Creating an 
IIoT offering requires companies to access a skill 
set that encompasses a range of technologies, 
including embedded solutions, edge computing, 
connectivity and cloud services. 

For most industrial manufacturers these will 
be technical areas outside of their comfort 
zones – and will likely lead companies to build 
new internal IIoT teams, collaborate with third 
parties, or more likely both. 

This will be necessary to help businesses 
negotiate a unique set of technical constraints 
specific to their own, individual journey. 
Given the emerging nature of this market, 
manufacturers can’t simply take a cookie cutter 
approach to IIoT. 

To create optimal IIoT services they need to 
balance several competing factors and make 
calculated judgement calls around 
six main areas: 

Below, we go through each of these areas and 
discuss the main elements any businesses 
looking to build their own solution will need 
to consider. 



Location_
Organisations need to understand the constraints 
that their operational environments will place on 
their equipment.

Location can have an enormous bearing on a 
system’s potential capabilities, affecting how 
devices can be powered and how data can 
be accessed.

These technical considerations will have a major 
impact on what’s achievable, and, consequently, 
the choice of enabling technology.

 “If you need to quickly share lots of 
data, you may want to connect your 
devices using WiFi or 5G connectivity, 
but that’s not always cost-effective, 
or even possible” Mariusz Stolarski from 
Mobica explains. “If you have created a 
solution that involves a drone flying 
around industrial sites detecting leaks, 
for example, cellular connection might be 
preferable. But then again, if the device is 
out at sea, satellite communications may 
be necessary.”  
 
This was the dilemma that A-Safe, the world’s 
leading manufacturer of polymer safety barriers, 
faced when it developed its first IIoT enabled 
product, RackEye.  

A-Safe wanted to provide warehouse operators 
with a digital service that could monitor the 
health of warehouse racking, 24/7. Using 
thousands of sensors at each site, RackEye 
tracks the ongoing wear and tear that 
impacts the structural integrity of racking, 
allowing warehouse operators to make safety 
assessments.  

When it came to developing this system, A-Safe 
found they needed to think their way around 
several complications. This included an inability 
to use WiFi to transmit data to a gateway device, 
due to the security concerns of customers who 
don’t want third party technology compromising 
their network. A-Safe also needed to consider 
how it would power systems at customer sites. 
Connecting thousands of devices to mains 
electricity would have been too difficult, and 
prohibitively expensive.  



David Edgar, Director of Technology at 
A-Safe, explains:

“Not being able to use WiFi 
and the 2.4ghz frequency 
was a major hurdle initially. 
Data needed to reach 
routers that could be 
50-100 metres away, so 
Bluetooth was also out of 
the question.” 

“In the end we found the 
right solution through 
a combination of low 
power RF technology 
and long-life batteries.”

Location_

When devices are in hard-to-reach 
locations, on an oil rig for example, they 
may need to remain in place for several 
years and maintenance may be difficult. So 
manufacturers also need to think through 
how much energy the devices are likely to 
consume and how they plan to update them 
in the field.



Transferring data_
As a general rule, manufacturers will want to process 
information as close to the device generating the data as 
possible – as opposed to sending information to the Cloud.

Keeping the computing at the Edge, on or 
near the device, will provide several benefits 
including lower bandwidth and latency 
requirements, energy consumption and cost. 
Even where you have mains power and WiFi 
available, this Edge first approach may still 
be preferable.  

Lorenzo Amicucci, Business Development 
Manager at Nordic Semiconductor, explains: 
“You may find there are too many other devices 
competing for the WiFi bandwidth or the power 
demands restrict your ability to scale.”

This is not just a debate around Edge vs Cloud, 
however. It is inevitable that some data will be 
sent to the Cloud, so companies also need to 
factor in the volume and frequency of the 
data being sent. 

“There is always a trade-off to be made,” says 
Lorenzo. “For example, how much latency can 
you tolerate? If your product is using cameras 
to detect when a bin is full, you don’t want to 
be sending images all the time as it becomes 
expensive. So would an hourly update be a 
tolerable degree of latency?” 

Companies need to make decisions like this 
and balance the cost of sending data against 
the level of service provided to customers. If a 
device is safety critical, for example, updates 
may need to be more frequent. But, even then, 
there are ways to limit data transfers. 

Lorenzo adds:

“If you are developing an 
asset tracker, it may be 
that you only need to 
send data if the asset is 
moving. If it isn’t moving, 
are regular updates 
necessary?”



Computational power_
Completing processes at the Edge may be preferable but 
the ability to do this can depend on the computation power 
available on the device.
 

Most organisations will want to minimise the 
amount of silicon going into devices, to limit 
expense – so cost vs computational power is a 
highly pertinent consideration.

When making these decisions, it’s important 
for manufacturers to consider whether they 
will need to build in enough capacity to enable 
flexibility. Many organisations will want to 
change or add functionality to their IIoT systems 
over time, via wireless updates, and this will be 
very difficult without adequate resources, like 
computing power or persistent storage. 

“We have worked with several companies 
looking to add smart IIoT functionality to 
previously dumb devices,” explains Mobica 
spokesperson. “This is possible sometimes, but 
most will struggle because the devices weren’t 
designed with this in mind, and they simply 
don’t have enough memory or other resources 
to perform the tasks being asked of them.” 

If a device is going to be in situ for five to ten 
years, companies need to ensure it has enough 
computing power to cater for the feature and 
security updates that will come later. This is a 
crucial consideration when manufacturers want 
to scale their IIoT deployments.

Lorenzo explains: “Market pressures may 
promote the lowest possible footprint and 
optimisation in all ways, but if you start 
small, you can’t go up from there. It makes 
sense to consider scalability. With a system 
on chips (SoC) solution you can overpower 

with computational capabilities – including 
processing, memory, battery and connectivity – 
that will enable you to add new features 
over time.”

Having the ability to carry out more processing 
on the device also means less data being sent 
to the cloud. With greater complexity being 
integrated into solutions such as SoC – which 
allows all of a system’s necessary components 
to sit on one microchip – organisations can also 
bring machine learning at the Edge into play, for 
applications such as predictive maintenance, by 
utilising machine learning acceleration blocks.  

Lorenzo adds:

“It’s becoming possible to 
do more and more at the 
Edge, and this includes 
machine learning. We can 
develop new models in the 
Cloud and send that to a 
device at the Edge so they 
get better at identifying 
what’s happening.”



Security and reliability_
With many IIoT services handling sensitive or safety 
critical information, it’s essential that data, and devices are 
protected from malicious acts. 

Security is not just crucial for customer 
data, however. Organisations also need to 
protect their own software and defend against 
intellectual property theft.  

To ensure they are not being compromised, 
companies should follow industry standards and 
best practice procedures where possible. “You 
might think that’s obvious, but we’ve seen too 
many cases where best practice has not been 
applied – it would really surprise you,” explains 
Mariusz Stolarski. 

To limit potential vulnerabilities at code level, 
businesses should adopt a test-driven approach. 
They should also separate both, their test teams 
and test environment from their development 
teams and production environment to ensure 
the quality of their product and the security of 
their data. “Security good practices, should 
be integrated into the software house 
SDLC processes”.   

This may also be necessary to meet the specific 
supplier standards laid out by enterprise 
customers. David explains: “There can be a 
lot of gatekeepers to satisfy and hundreds of 
requirements to meet. Companies will want you 
to prove the system can operate independently 
of their IT network, no vulnerabilities are going 
to be introduced, sensitive data is going to be 
protected, standards and protocols have been 
followed, etc. They want to feel certain that they 
are going to be protected.”

As with security demands, IIoT customers will 
also expect digital service providers to meet 
specific Service Level Agreements (SLAs) that 
guarantee the reliability of the solutions – 
especially when the system is safety critical. 

“For example, you 
sometimes see 
sensitive data, which 
should be encrypted, 
hardcoded into the 
software to give 
other systems easy 
access. Bad coding 
like this introduces 
errors, compromises 
performance and leaves 
restricted information 
wide open.” 



This will require organisations to build 
redundancy into their systems to ensure 
resilience in the event of disasters – such as 
power cuts, cellular network failures or internet 
outages. When A-Safe developed RackEye, it 
carefully considered what would happen if it 
ever faced these difficult situations. 

David explains: “We needed a platform that 
wouldn’t stop working at the first sight of failure. 
We wanted a system that could self-diagnose 
and recover. So we built in redundancy, to make 
sure we didn’t lose any messages if there was 
ever an outage. Edge computing was critical 
for this as safety systems can’t rely on the 
internet – we had to have the capacity to store 
data locally.” 

There are various ways in which manufacturers 
can create extra redundancy at device 
level – through solutions such as additional 
microcontrollers and multiple cores. Lorenzo 
explains that this can be a great way to protect 
against failure: “Companies could deploy a 
‘watchdog’ system that can detect if a core 
system has a problem. And, if there is an issue, 
it can reset it.” 

This approach would also allow companies to 
separate core systems from peripheral systems 
– and prevent any failure in a supplementary 
feature from potentially compromising 
functionality. “This separation is crucial,” 
warns Mariusz Stolarski. 

“You can’t have failure in 
a system, which might just 
be there to process data 
at the Edge, crash and 
bring down an operational 
or safety critical system. 
Manufacturers need 
to be conscious of this 
possibility and follow 
procedures in the 
build that will make 
it impossible.” 

Security and reliability_



Visualising the data_
The last major consideration is how the data is 
going to be shared with end users. 

This will require a presentation layer that 
helps users make sense of the information they 
are seeing. Organisations need to be able to 
transform raw data and provide insights via 
user-friendly dashboards, which will typically 
sit on a web portal or mobile app.  

There are several cloud-based content 
management systems that organisations could 
turn to here. These ready-to-go options can 
help manufacturers go to market quickly, with 
a lower upfront cost. However, manufacturers 
need to tread carefully if they are considering 
this approach, for two main reasons. 

Firstly, out-of-the-box solutions will need to be 
tailored to the specific and unique requirements 
of each individual IIoT environment. Without 
heavy customisation, customers may be 
overwhelmed by data they don’t need, and find 
it difficult to find the data they do want to see. 
Secondly, while a content management system 
may cost less up front, that customisation work 
and the long-term maintenance requirements 
may prove to be more costly in the long-term. 

Companies are often better off developing 
their own presentation layer that meets their 
customers’ specific needs. 

Mariusz Stolarski explains:

 “If you build from scratch, you are 
creating a dedicated solution that 
gives businesses exactly what they 
need to achieve their goals. Yes, 
there is an extra up-front cost 
involved in developing a dedicated 
system, but you can adapt it in any 
way you want and that can save on 
costs further down the line.”

Presenting data in a way that is useful for end 
users was crucial for A-Safe. The business 
was keen to learn from the mistakes of other 
companies, and only give customers the most 
relevant data.  



Visualising the data_

David said: “We’ve seen safety systems 
switched off in the past because there is just 
too much data for people to handle. It created 
work for them and slowed everything down. 
You can’t just carpet bomb an organisation 
with information in that way. We wanted to 
streamline the system, so data is tailored to 
each person’s role within the business. We 
wanted them to see what they needed at a 
glance and understand what it means.”

When manufacturers have a dedicated solution, 
businesses can factor in how users will interact 
with the presentation layer on a daily basis. 
With A-Safe, this dashboard needed to be 
integrated within an easy to use, multi-purpose 
app, which could also carry out inspection 
logs, capture images of damage and trigger 
alert notifications.

“The end user’s 
operating environment 
is a vital consideration,”
Mariusz Stolarski said.

“It can make a huge 
difference to how 
people behave and 
use an interface. For 
example, if they are 
going to be at sea 
on choppy waters, 
they are likely to be 
unstable. In these 
scenarios, the design 
of the presentation 
layer becomes crucially 
important.”



Conclusion_
The emergence of the IIoT sector is an exciting development 
for any ambitious industrial product manufacturers. And, 
while creating new IIoT products will throw up challenges, 
it is worth remembering that there is always a solution.  
 

Companies just need to be conscious that critical 
choices made during the development process 
will affect the product’s performance and 
their profitability. 

There will be several trade-offs – such as cost 
vs computational power or Cloud vs Edge – 
with each business ultimately needing to make 
crucial decisions, in accordance with their own 
unique set of circumstances. 

When manufacturers get this right however, 
they will have successfully opened a new 
stream of revenue that will protect the fortunes 
of their business as the industry enters into this 
new era of IIoT.  

Key takeaways

 •  Understand the constraints of the 
operating environment. This has a huge 
bearing on a device’s potential capabilities, 
impacting power consumption and data 
connectivity.

 •  Keep processing close to the Edge, 
where possible. This provides multiple 
benefits including lower latency, energy 
consumption and cost.

 •  Flexibility requires computational power. 
If an organisation wants to change or 
add functionality later, adequate 
computing power will be required to 
accommodate this.

 •  Redundancy is needed for reliability. 
This can ensure resilience in the face of 
disastrous or disruptive events.

 •  It’s easier to adapt your own presentation 
layer. How data is visualised can make or 
break the end user experience. 
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About Mobica_
Mobica is a global software services company, providing software 
engineering capabilities through Talent-as-a-Service (TaaS) to 
businesses building amazing products and services for tomorrow’s 
world. 

Headquartered in Manchester UK with offices across Europe and 
the US, we partner with leading multinational businesses across 
multiple industries - from automotive to semiconductor and 
aerospace to finance, providing them with access to incredible 
talent and software engineering expertise across the entire 
technology stack. Mobica has been delivering excellence and 
driving success on every continent, every day, since 2004.

www.mobica.com
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Join the visionaries_
Find out more about our 
extraordinary people, projects 
and partnerships at  
mobica.com

Manchester HQ
Crown House
Manchester Road
Wilmslow SK9 1BH
United Kingdom

Call: +44 1625 446140
Email: marketing@mobica.com
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Bydgoszcz | Szczecin | Lublin | Rzeszow | Munich | Poznan 
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